KAK HE CTATb YXEPTBOW
UHTEPHET-MOLLEHHUKOB
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AHMuBUpYc dormweH BbiMmb BHMOHEH, aHMUBUPYCHbIe 6036 U npo2pamma - obHoanAmeCs, cnedyem pezynapHo
1P0BOGUMb GHMUBUPYCHOR CHAHUPOBAHUE.

IcTounmuK: CneacTBeHHbI KoMuTeT Pecry6nmKu benapycs. ‘ © Wndorpaduxa @?@
B



KAK HE CTATb YXEPTBOU
BULLIUHIA

BuwwuHr (ronocosoit puwmmr - voice fishing) - 0anH U3 METOA0B MOLWEHHUYECTBE C WCMONb30BaHVeM
COUMANLHON MHMEHEPUN. 3M0YMBILUNEHHVKY, UCTIONL3YR TenehoHHY HOMMYHUKaUWIO 1 Urpan
onpefenexHyio ponk (CoTpyaHMKa 6aHKa, NoKynaTtena u T. 4.), noa Pa3HLIMK NPEANOraMU BEIMAHMBAIOT |
AGPHATENA NNATEMHON H3PTLI HOHPUABHUMANEHYIO MHGOPMaLmIo (ee PEeHBU3UTLI, HOMEep nacnopTa,
NAYHBIA MOEHTUPHMKALMOHHBIA HOMEP, NOMVHBLI, Naponu, CMC-Kogs) unw CTUMYNMPYIOT K COBEPLUEHMIO
onpenenexHHbx AMCTBUIA CO CBOUM KaPTOMHBIM CHETOM/MNATEMHOM KapToWn.
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CMC "u3 BamKa“ ¢ CMC ¢ HenasecTHOro HoMepa

HEeU3BEeCTHOro HoMepa: C NPocL60# O NoMoLm

@ He ToponuTeCh CNefosaTs 6nuaromy yenosewy:
WHCTPYKLUMAM; He BNanaiTe B NaHuKy, He

@ He coobuwaiite ® TopormTecs
NEepPCoHansHbie faHHbe Npeanpv-MaTh OenCTenA
HEeN3BeCTHLIM NULaM, MO MHCTDYHLMAM
Aawe ecnm oHK HEU3BECTHLIX NI0Aeit;
NPeacTasnAlTCA 33[1a1Te 3BOHALLIEMY
COTPYAHMHAMM BaHKa; BOMPOCH! NMHOM

® nposepeTe uHbopMaLWO, @ XapaxkTepa, noMoraloupe
MO3BOHME B KOHTaKTHLINA OTN4TL B3O Bam
UeHTp BarKa; HENOBEKA OT MOLLICHHVMS:

@ He3aMeMTensHO nog nobsm NpennoroM
obpatutecs B NoCTapaiTecs NpepeaT
NPaBOOXPaHUTENbHbIE @ HOHTaMT ¢ cobeceHMHoM,
OpraHsL. MO3BOHATE POAHLIM U

Y3HaiTe, BCe N1y HUX B
NopRAKE.
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] Bel 3anono3punu ukTepHeT-npogasua s HegobpocosecTHOCTY:

Heobxoammo oCTaBaTbCA 6nmeanuM, He MPUHKMMaTL NOCNELWHbIX PeLUeHWIA 1 npv
NEPBbIX ¥e NOA03PeHUAX OTKA3aTbCA OT MOKYMKK;

HUKOrOa He NepeBoanTe AeHbIM HEe3HaKOMbIM NI0OAM B Ka4ecTse npeaonnarb..
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KAK HE CTATb YXEPTBOU
OULLUHIA

@uwmnr (aurn. phishing or fishing "peiHan nosns, BulyxueaHKe”) - BUA UHTEPHET-MOLLEHHUYECTBA
ANA NoAYYeHuA 0CTYNa K KoOHGUOSHLMANEHLIM OaHHLIM NONbL30B3TENeN - NOMMHaM 1 N3ponAM. 310
[OCTUraeTcA NyTeM NPOBEAEHWA MaCCOBLIX PACCLINOK 3NEKTROHHLIX MUCEM OT UMEHW NOMYNAPHLIX
BpeHnoB, a TaKHe NUYHLIX COOBLUEHUIA BHYTOM Pa3niyHbLIX CEPBUCOR, HaNPUMED OT UMeHW HaHHOB 1Nk
BHYTPU COLMANEHLIX CETEM.

BHUMATeNLHO NPOBEPATL 3a4acTyio panblmBbie
CCbUHY, MO KOTOPOH NUcbMa U Panblumsble CaruTbl
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[aXKe ecnm NUCLMO UNu 06Hapywu1B PULLMHIOBYI0 He 3axoguTe B
coobLieHue Co CCbINKOM onepauuio, HeobxoamMMo OHNaH-6aHKK 1 ToMy
MPWLLING OT NyHLWero apyra, Co0BLLMTL 0 Hewt B BaHK nofo6Hbie cepsuctl uepes
BCE PABHO HYMHO NOMHUTS, (ecnu nuceMo NpUWNo oT oTKpbITbie Wi-Fi-cetv B Kade
YTO €ro TOME MOImu “MeHu PUHAHCOBOIO W Ha ynuue. Slyqwe
06MaHyTb UK B3NOMATh. yupexaeHunAa) unu e BOCMONL30BATLLA
Mo3aTomy seauTe cebn He cnymby nogaepHHN MOGUNBHBIM MHTEDHETOM MK
MEHEEe OCTOPOMHO, YEM Mpu couceTi (ecnm TaKme noTepreTh, YeMm roTepATsL
o6paleHui Co CChUTKaMm, CCLUIKM PACCLINALT KTO-TO BCe [eHLM Ha KapTe
NPULWEOLLIMMMA U3 13 Nonb3osarenen) 1 T.A.

HEWU3IBECTHOMD UCTOYHWKA
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